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Notes and Warnings

Note

"Notes" are fips, shortcuts or-alternative approaches to the task at hand. Ignoring a
note should have no negative consequences, but you might miss out on a trick that
makes.your.life.easier. . :

Comparison

"Comparisons" look at similarities and differences between the technology or topic
being discussed -and similar technologies or topics in other operating systems or
environments.

References

"References" describe where to find external documentation relevant to a subject.

Important

"Important" boxes detail things that are easily missed: configuration changes that
only apply to the current session, or.services that need restarting before an update
will apply. Ignoring a box labeled "Important” will not cause data loss, but may cause
irritation and frustration.

Warning

"Warnings" should not be ignored. Ignoring warnings will most likely cause data loss.
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Introduction
RHCSA Rapid Track

The RHCSA Rapid Track course (RH199) is designed for students who already have significant
experience with Linux administration. The RHCSA Rapid Track reviews the tasks covered in

Red Hat System Administration | & Il at an accelerated pace. The course builds on a student's
foundational understanding of command-line based Linux administration. Students should be
able to execute common commands such as cp, grep, sort, mkdir, tar, mkfs, ssh, and yum from the
command prompt. Students should also be familiar working with common command options and
accessing man pages for help. Students lacking this knowledge are strongly encouraged to take
Red Hat System Administration | (RH124).

Course Objectives
« Expand and extend on skills gained during the Red Hat System Administration | (RH124) course.

« Build skilis needed by an RHCSA-certified Red Hat Enterprise Linux system administrator

Audience

-+ The RHCSA Rapid Track course (RH199/RH200) is among the most important courses in
the Linux portfolio. It is designed to be a curriculum entry point for IT professionals with
significant exposure to Linux administration. This course covers 9 days of rather dense System
Administration | & Il content in 4 days. To do so requires that elemental concepts are either
not covered or only done so in a cursory fashion. Students who are unsure whether they are
qualified to take RH199 are strongly encouraged to take the online pre-assessment.

Prerequisites

- Students for this class should have one to three years of full time Linux administration
experience.

RH199-RHEL7-en-1-20140612 xiii



Introduction

Orientation to the Classroom Environment

In this course, students will do most hands-on practice exercises and lab work with two computer
systems, which will be referred to as desktop and server. These machines have the hostnames
desktopX.example.com and serverX.example.com, where the X in the computers' hostnames will
be a number that will vary from student to student. Both machines have a standard user account,
student, with the password student. The root password on both systems is redhat.

In a live instructor-led classroom, students will be assigned a physical computer ("foundationX™)
which will be used to access these two machines. The desktop and server systems are virtual
machines running on that host. Students should log in to this machine as user kiosk with the
password redhat.

On foundationX, a special command called rht-vmctl is used to work with the desktop
and server machines. The commands in the table below should be run as the kiosk user on
foundationX, and can be used with server (as in the examples) or desktop.

rht-vmctl commands

Action Command

Start server machine rht-vmctl start server

View "physical console" to log in and work rht-vmctl view server
with server machine

Reset server machine to its previous state rht-vmctl reset server
and restarts virtual machine

At the start of a lab exercise, if the instruction "reset your server" appears, that means the
command rht-vmctl reset server should be runin a prompt on the foundationX system as
user kiosk. Likewise, if the instruction "reset your desktop" appears, that means the command
rht-vmctl reset desktop should be run on foundationX as user kiosk.

Each student is on the IPv4 network 172.25.X.0/24, where the X matches the number of their
desktopX and serverX systems. The instructor runs a central utility server which acts as a router
for the classroom networks and which provides DNS, DHCP, HTTP, and other content services,
classroom.example.com.

Classroom Machines

Machine name IP addresses Role
desktopX.example.com 172.25.X.10 Student "client" computer
serverX.example.com 172.25.X11 Student "server" computer
classroom.example.com 172.25.254.254 Classroom utility server

Xiv RH199-RHEL7-en-1-20140612



Internationalization

Internationalization

Language support

Red Hat Enterprise Linux 7 officially supports 22 languages: English, Assamese, Bengali, Chinese
(Simplified), Chinese (Traditional), French, German, Gujarati, Hindi, Italian, Japanese, Kannada,
Korean, Malayalam, Marathi, Odia, Portuguese (Brazilian), Punjabi, Russian, Spanish, Tamil, and
Telugu.

Per-user language selection

Users may prefer to use a different language for their desktop environment than the system-
wide default. They may also want to set their account to use a different keyboard layout or input
method.

Language settings

In the GNOME desktop environment, the user may be prompted to set their preferred language
and input method on first login. If not, then the easiest way for an individual user to adjust their
preferred language and input method settings is to use the Region & Language application. Run
the command gnome-control-center region, or from the top bar, select (User) > Settings.
in the window that opens, select Region & Language. The user can click the Language box and
select their preferred language from the list that appears. This will also update the Formats
setting to the default for that language. The next time the user logs in, these changes will take
full effect.

These éettings affect the GNOME desktop environment and any applications, including gnome -
terminal, started inside it. However, they do not apply to that account if accessed through an
ssh login from a remote system or a local text console (such as tty2).

Note

A user can make their shell environment use the same LANG setting as their graphical
environment, even when they log in through a text console or over ssh. One way to do
this is to place code similar to the following in the user's ~/. bashrc file. This example
code will set the language used on a text login to match the one currently set for the
user's GNOME desktop environment;

i=$(grep 'Language=" /var/lib/AccountService/users/${USER} \
| sed ‘s/Language=//")
if [ "$i" 1= ""7; then
export LANG=$i
fi

Japanese, Korean, Chinese, or other languages with a non-Latin character set may not
display properly on local text consoles.

Individual commands can be made to use another language by setting the LANG variable on the
command line:

[user@host ~]% LANG=fr_FR.utf8 date

RH199-RHEL7-en-1-20140612 XV
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Subsequent commands will revert to using the system's default language for output. The locale
command can be used to check the current value of LANG and other related environment
variables.

Input method settings
GNOME 3 in Red Hat Enterprise Linux 7 automatically uses the IBus input method sefection
system, which makes it easy to change keyboard layouts and input methods quickly.

The Region & Language application can also be used to enable alternative input methods. in the
Region & Language application's window, the Input Sources box shows what input methods are
currently available. By default, English (US) may be the only available method. Highlight English
(US) and click the keyboard icon to see the current keyboard layout.

To add another input method, click the + button at the bottom left of the Input Sources window.
An Add an Input Source window will open. Select your language, and then your preferred input
method or keyboard layout.

Once more than one input method is configured, the user can switch between them quickly by
typing Super+Space (sometimes called Windows+Space). A status indicator will also appear

in the GNOME top bar, which has two functions: It indicates which input method is active, and
acts as a menu that can be used to switch between input methods or select advanced features of
more complex input methods.

Some of the methods are marked with gears, which indicate that those methods have advanced
configuration options and capabilities. For example, the Japanese Japanese (Kana Kanji) input
method allows the user to pre-edit text in Latin and use Down Arrow and Up Arrow keys to
select the correct characters to use.

US English speakers may find also this useful. For example, under English (United States) is the
keyboard layout English (international AltGr dead keys), which treats A1tGr (or the right Alt)
on a PC 104/105-key keyboard as a "secondary-shift" modifier key and dead key activation key
for typing additional characters. There are also Dvorak and other alternative [ayouts available.

Note

Any Unicode character can be entered in the GNOME desktop environment if the user
knows the character's Unicode code point, by.typing Ctr1+Shift+U, followed by the
code point. After Ctr1+Shift-+U has been typed, an underlined u will be displayed to
indicate that the system is waiting for Unicode code point entry. ‘

For-example, the lowercase Greek letter lambda has the code point U+03BB; and can be
entered by typing:Ctrl+Shift+U, then 83bb, then Enter:

System-wide default language settings

The system's default language is set to US English, using the UTF-8 encoding of Unicode as its
character set (en_US.utf8), but this can be changed during or after installation.

From the command line, root can change the system-wide locale settings with the localectl
command. If localectl is run with no arguments, it will display the current system-wide locale
settings.

XVi RH199-RHEL7-en-1-20140612



Language packs

To set the system-wide language, run the command localectl set-locale LANG=Iocale,
where locale is the appropriate $LANG from the "Language Codes Reference" table in

this chapter. The change will take effect for users on their next login, and is stored in
/etc/locale.conf.

[root@host ~}# localectl set-locale. LANG=Fr_FR.utf8

In GNOME, an administrative user can change this setting from Region & Language and clicking
the Login Screen button at the upper-right corner of the window. Changing the Language

of the login screen will also adjust the system-wide default language setting stored in the
/etc/locale.conf configuration file.

Important

Local text consoles such as tty2 are more limited in the fonts that they can display
than gnome-terminal and ssh sessions. For example, Japanese, Korean, and Chinese
characters may not display as expected on a local text console. For this reason, it may
make sense to use English or another language with a Latin character set for the
system's text console.

Likewise, local text consoles are more limited in the input methods they support, and
this is managed separately from the graphical desktop environment. The available
global input settings can be configured through-Localectl for both local text virtual
consoles and the X1 graphical environment. See the Localectl(l), kbd(4), and
veonsole.conf(5) man pages for more information.

Language packs

When using non-English languages, you may want to install additional "language packs" to
provide additional translations, dictionaries, and so forth. To view the list of available langpacks,
run yum langavailable. To view the list of langpacks currently installed on the system,

run yum langlist. To add an additional langpack to the system, run yum langinstall
code, where code is the code in square brackets after the language name in the output of yum
langavailable.

References

locale(7), localectl(l), kbd(4), locale.conf(b), vconsole.conf(5),
unicode(7), utf-8(7), and yum-langpacks(8) man pages

Conversions between the names of the graphical desktop environment's
X11 layouts and their names in Localectl can be found in the file
/usr/share/Xi1/xkb/rules/base.lst.
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Language Codes Reference

Language Codes

Language SLANG value

English (US) en_US.utf8
Assamese as_IN.utf8
Bengali bn_IN.utf8
Chinese (Simplified) zh_CN.utf8
Chinese (Traditional) zh_ TW.utf8
French fr_FR.utf8
German de_DE.utf8
Gujarati gu_IN.utf8
Hindi hi_IN.utf8
italian it_IT.utf8
Japanese ja_JP.utf8
Kannada kn_IN.utf8
Korean ko_KR.utf8
Malayalam mi_IN.utf8
Marathi mr_IN.utf8
Odia or_IN.utf8
Portuguese (Brazilian) pt_BR.utf8
Punjabi pa_IN.utf8
Russian ru_RU.utf8
Spanish es_ES.utf8
Tamil ta_IN.utf8
Telugu te_IN.utf8

Xviil
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- TRAINING

CHAPTER 1
LOCAL AND REMOTE LOGINS

Overview

Goal To review methods for accessing the system and engaging
Red Hat Support.
Objectives ¢ Use Bash shell syntax to enter commands at a Linux
console.

e Set up ssh to allow secure password-free logins by using a
private authentication key file.

e Use the redhat-support-tool command.

Sections e Accessing the Command Line Using the Local Console
(and Practice)

e Configuring SSH Key-based Authentication (and Practice)

¢ Getting Help From Red Hat (and Practice)
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Chapter1.Local and Remote Logins

Accessing the Command Line Using the Local
Console

Objectives

After completing this section, students should be able to log into a Linux system on a local text
console and run simple commands using the shell.

The bash shell

A command line is a text-based interface which can be used to input instructions to a computer
system. The Linux command line is provided by a program called the shell. Over the long history
of UNIX-like systems, many shells have been developed. The default shell for users in Red Hat
Enterprise Linux is the GNU Bourne-Again Shell (bash). Bash is an improved version of one of
the most successful shells used on UNIX-like systems, the Bourne Shell (sh).

When a shell is used interactively, it displays a string when it is waiting for a command from the
user. This is called the shell prompt. When a regular user starts a shell, the default prompt ends
with a $ character.

[student@desktopX ~1$%

The $ is replaced by a # if the shell is running as the superuser, root. This makes it more obvious
that it is a superuser shell, which helps to avoid accidents and mistakes in the privileged account.

[root@desktopX ~1#

Using bash to execute commands can be powerful. The bash shell provides a scripting language
that can support automation of tasks. The shell has additional capabilities that can simplify or
make possible operations that are hard to accomplish efficiently with graphical tools.

Note

The bash shell is similar in concept to the command line interpreter found in recent
versions of Microsoft Windows cmd .. exe, although bash has a more sophisticated
scripting language. It is also similar to W‘in‘dows PowerShell in Windows 7 and Windows
Server 2008 R2. Mac OS X administrators who use the Macintosh's Terminal utility
may be pleased to note that bash is the default shell in Mac 0S X:

Virtual consoles

Users access the bash shell through a terminal. A terminal provides a keyboard for user input
and a display for output. On text-based installations, this can be the Linux machine's physical
console, the hardware keyboard and display. Terminal access can also be configured through
serial ports.

Another way to access a shell is from a virtual console. A Linux machine's physical console
supports multiple virtual-consoles which act like separate terminals. Each virtual console
supports an independent login session.
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Shell basics

if the graphical environment is available, it will run on the first virtual console in Red Hat
Enterprise Linux 7. Five additional text login prompts are available on consoles two through six
(or one through five if the graphical environment is turned off). With a graphical environment
running, access a text login prompt on a virtual console by holding Ctr1+ALlt and pressing a
function key (F2 through F6). Press Ctr1+Alt+F1 to return to the first virtual console and the
graphical desktop.

Important

In the pre-configured virtual images delivered by Red Hat, login prompts have been
disabled in the virtual consoles. ‘

Note

In Red Hat Enterprise Linux 5 and earlier, the first six virtual consoles always provided
text login prompts. When the graphical environment was launched, it ran on virtual
console seven (accessed through Ctr1+ALt+F7).

Shell basics

Commands entered at the shell prompt have three basic parts:
« Command to run

« Options to adjust the behavior of the command
< Arguments, which are typically targets of the command

The command is the name of the program to run. It may be followed by one or more options,
which adjust the behavior of the command or what it will do. Options normally start with one or
two dashes (-a or --all, for example) to distinguish them from arguments. Commands may also
be followed by one or more arguments, which often indicate a target that the command should
operate on.

For example, the command line usermoed -L morgan has a command (usermod), an option
(-L), and an argument (morgan). The effect of this command is to lock the password on user
morgan's account.

To use a command effectively, a user needs to know what options and arguments it takes and

in what order it expects them (the syntax of the command). Most commands have a - -help
option. This causes the command to print a description of what it does, a "usage statement" that
describes the command's syntax, and a list of the options it accepts and what they do.

Usage statements may seem complicated and difficult to read. They become much simpler to
understand once a user becomes familiar with a few basic conventions:
¢ Square brackets, [], surround optional items.

< Anything followed by . . . represents an arbitrary-length list of items of that type.

« Multiple items separated by pipes, |, means only one of them can be specified.
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- Text in angle brackets, <>, represents variable data. For example, <filename> means “insert
the filename you wish to use here". Sometimes these variables are simply written in capital
letters (e.g., FILENAME).

Consider the first usage statement for the date command:

[student@desktopX ~]$ date --help
date [OPTION]... [+FORMAT]

This indicates that date can take an optional list of options ([OPTION]. . .), followed by an
optional format string, prefixed with a plus character, +, that defines how the current date should
be displayed ([+FORMAT]). Since both of these are optional, date will work even if it is not given
options or arguments (it will print the current date and time using its default format).

Note

The man page for a command has a SYNOPSIS section that provides information about
the command's syntax. The man-pages(7) man page describes how to interpret all
the square brackets; vertical bars, and so forth that users see in SYNOPSIS or a usage
message. ‘ ‘

When a user is finished using the shell and wants to quit, there are a couple of ways to end the
session. The exit command terminates the current shell session. Another way to finish a session
is by typing Ctrl+D.

References

intro(l), bash(l), console(4), pts(4), and man-pages(7) man pages

Note: Some details of the console(4) man page; involving init(8) and inittab(5), are -
outdated. :
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Practice: Local Console Access Terms

Practice: Local Console Access Terms

Quiz

Match the following items to their counterparts in the table.

Argument Command Option Physical console

Prompt Shell Terminal Virtual console

Description Term

The interpreter that executes commands typed SQ @z
as strings. ¢

The visual cue that indicates an interactive shell [\/} \"\(Q/
is waiting for the user to type a command. W

The name of a program to run. (Z)-@‘(Y\&OC)\

The part of the command line that adjusts the @ /¥
behavior of a command. (\

The part of the command line that specifies the /X/
target that the command should operate on. /Nﬁ\mm

The hardware display and keyboard used to PQ%& C&Q
interact with a system. Cm@z

One of multiple logical consoles that can each \”MQ
support an independent login session. (c ‘ ]
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Description

An interface that provides a display for output
and a keyboard for input to a shell session.
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Solution

Solution

Match the following items to their counterparts in the table.

Description Term

The interpreter that executes commands typed Shell
as strings.

The visual cue that indicates an interactive shell | Prompt
is waiting for the user to type a command.

The name of a program to run. Command

The part of the command line that adjusts the Option
behavior of a command.

The part of the command line that specifies the | Argument
target that the command should operate on.

The hardware display and keyboard used to Physical console
interact with a system.

One of multiple logical consoles that can each Virtual console
support an independent login session.

An interface that provides a display for output Terminal
and a keyboard for input o a shell session.
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Configuring SSH Key-based Authentication

Objective
After completing this section, students should be able to set up SSH to allow secure logins
without passwords by using a private authentication key file.

SSH key-based authentication

Users can authenticate ssh logins without a password by using public key authent/catlon ssh
allows users to authenticate using a private-public key scheme. This means that two keys are
generated, a private key and a public key. The private key file is used as the authentication
credential, and like a password, must be kept secret and secure. The public key is copied to
systems the user wants to log into, and is used to verify the private key. The public key does not
need to be secret. An SSH server that has the public key can issue a challenge that can only

be answered by a system holding your private key. As a result, you can authenticate using the
presence of your key. This allows you to access systems in a way that doesn't require typing a
password every time, but is still secure.

Key generation is done using the ssh-keygen command. This generates the private key
~/ .ssh/id_rsa and the public key ~/.ssh/id_rsa.pub.

Note

During key generation, there is the option to specify a passphrase which must be
provided in‘order to access your private key. In the event the private key is stolen,

it is very difficult for someone other than the issuer to use it when protected with a
passphrase. This adds enough of a time buffer to make a new key pair and removeall

references to the old keys.before the private key canbe used by an attacker who has
cracked it.

It is always wise to passphrase-protect the private key since the key alflows access to
other machines. However, this means the passphrase must be entered whenever the
key is Used, making the authentication process no longer password-less. This can be
avoided using ssh-agent, which can be given your passphrase once at the start of the
session (using ssh- add) so it can provide the passphrase as needed while you stay
loggedin.

For-additional information on the ssh-agent command, consult the Red Hat System
Administration Guide, Chapter 8.2.4.2.: Configuring ssh-agent. ‘

Once the SSH keys have been generated, they are stored by default in the . ssh/ directory of
your home directory. Permissions should be 600 on the private key and 644 on the public key.

Before key-based authentication can be used, the public key needs to be copied to the
destination system. This can be done with ssh-copy-id.

[student@desktopX ~]$ ‘ssh-copy-id root@desktopY

When the key is copied to another system using ssh-copy-1id, it copies the
~/ .ssh/id_rsa.pub file by default.
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SSH key-based authentication

SSH key demonstration

« Use ssh-keygen to create a public-private key pair.

[student@desktopX ~]%$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/student/.ssh/id rsa) Enter
Created directory .'/home/student/.ssh'.

Enter passphrase (empty for no passphrase): redhat

Enter same passphrase again: redhat

Your identification ‘has been saved in /home/student/.ssh/id _rsa.

Your public key has been saved in /home/student/.ssh/id_rsa.pub.

The key fingerprint is:
a4:49:cf:fbraciabic8icer45:33:f21ad169:7b:d2: 5a -student@desktopX.example.com
The key's randomart image is:

+--[ RSA 2048]----+

J [

[

!

L |

. *8 |
+ o+, |
0.E ]

0 00+00 |
.=.**000 ]

= Use ssh-copy-id to copy the public key to the correct location on a remote system. For
example:

[student@desktopX: ~1$ ssh-copy-id -i ~/.ssh/id_rsa.pub root@serverX.example.com

References

Additional information may-be available in the chapter on using key-based
authentication in the Red Hat Enterprise Linux System Administrator's Guide for Red
Hat Enterprise Linux 7, which can be found at

 hitp://docs.redhat.com/

ssh-keygen(l), ssh-copy-1id(1), ssh-agent(1), ssh-add(1) man pages
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Practice: Using SSH Key-based Authentication

Guided exercise

In this lab, you will set up SSH key-based authentication.

Outcomes:
Students will set up SSH user key-based authentication to initiate SSH connections.

O 1. Create an SSH key pair as student on desktopX using no passphrase.

[student@desktopX ~]$ ssh-keygen

Generating public/private rsa key-pair. ;

Enter file in which to save the key:(/home/student/.ssh/id_rsa): Enter
Created directory:'/home/student/.ssh’. : :

Enter:passphrase (empty. for no passphrase):: Enter

Enter same passphrase again: Enter

Your ‘identification has been saved in-/home/student/.ssh/id: rsa.

Your public; key has been saved in /home/student/.ssh/id- rsa.pub.

O 2. Send the SSH public key to the student account on serverX.

[student@desktopX. ~1$% ssh-copy-id- serverX

The authenticity of host 'serverX (172.25.X.11)" can't be establlshed

ECDSA: key flngerprlnt is:33:farali3c:98:30:FF:f6:d4:99:00:4e:71:84:3e:C3.

Are‘you sure you want to continue connecting (yes/no)? yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

7usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be-installed -- if you are
prompted now it is: to install the new keys

student@serverX's password: student

Number. of key(s) added: 1

Now try- logging into. the machine, with: "ssh 'student@serverx'"
and.check to make: sure that only the key(s) you wanted were added.

O 3. Runthe hostname command by using ssh to display the hostname of the
serverX.example.com machine without the need to enter a password.

[student@desktopX ~]$:ssh serverX 'hostname'
serverX:;example.com
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Getting Help From Red Hat

Getting Help From Red Hat

Objectives

After completing this section, students should be able to view Knowledgebase information and
manage support cases from the command line.

Red Hat Customer Portal

Red Hat Customer Portal (https://access.redhat.com) provides customers with access
to everything provided with their subscription through one convenient location. Customers
can search for solutions, FAQs, and articles through Knowledgebase. Access to official product
documentation is provided. Support tickets can be submitted and managed. Subscriptions

to Red Hat products can be attached to and detached from registered systems, and software
downloads, updates, and evaluations can be obtained. Parts of the site are accessible to
everyone, while others are exclusive to customers with active subscriptions. Help with getting
access to Customer Portal is available at https://access.redhat.com/help/.

Customers can work with Red Hat Customer Portal through a web browser. This section will
introduce a command line tool that can also be used to access Red Hat Customer Portal services,
redhat -support-tool.

Knowledgebase

| AR (-

SOLUTIONS ARTICLES DOCUMENTATION VIDEQS
Flid ansvers  questions of E25ues youi H Read techhica) aridles and best pracises Learn haw 1o Install, configure and use ViERteh shonwikontals snd presantatans for
iy axperiere far yaur Red Hal praducts yaur Red Hat products Redt Hat pradacts and events.

Figure 1.1: Knowledgebase at the Red Hat Customer Portal

Using redhat-support-tool to search Knowledgebase

The Red Hat Support Tool utility redhat -support -tool provides a text console interface to
the subscription-based Red Hat Access services. Internet access is required to reach the Red Hat
Customer Portal. The redhat - support - tool is text-based for use from any terminal or SSH
connection; no graphical interface is provided.

The redhat - support-tool command may be used as an interactive shell or invoked as
individually executed commands with options and arguments. The tool's available syntax is
identical for both methods. By default, the program launches in shell mode. Use the provided
help sub-command to see all available commands. Shell mode supports tab completion and the
ability to call programs in the parent shell.

[student@desktopX ~1$% redhat-support-tool
Welcome to the Red Hat Support Tool.
Command (? for.help):

When first invoked, redhat - support-tool prompts for required Red Hat

Access subscriber login information. To avoid repetitively supplying this

information, the tool asks to store account information in the user's home directory
($HOME/ . redhat - support-tool/redhat - support-tool.conf). If a Red Hat Access
account is shared by many users, the - -global option can save account information to
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/etc/redhat - support-tool.conf, along with other systemwide configuration. The tool's
config command modifies tool configuration settings.

The redhat -support-tool allows subscribers to search and display the same Knowledgebase
content seen when on the Red Hat Customer Portal. Knowledgebase permits keyword searches,
similar to the man command. Users can enter error codes, syntax from log files, or any mix of
keywords to produce a list of relevant solution documents.

The following is an initial configuration and basic search demonstration:

[student@desktopX ~]$ redhat-support-tool

Welcome. to. the Red Hat: Support Tool.

Command (?:for help): search How to manage system entltlements with: subscription-manager
Please enter your: RHN user. ID: ‘subscriber

Save the user ID in /home/student/.redhat- support tool/redhat- support ~tool,conf (y/n):
Please “enter:the password for subscriber: password

Save: the password forsubscriber in /home/student/.redhat-support- tool/redhat support=
tool.conf. (y/n):

After prompting the user for the required user configuration, the tool continues with the original
search request:

Type the number ‘of ‘the solution to.view or 'e' to:return to: the previous menu..
‘1 [ 253273:VER]: How to register and subscribe a system to Red Hat Network
(RHN) using Red Hat 'Subscription Manager (RHSM)?
2 [ 17397;VER] What are Flex Guest Entitlements:in Red Hat Network°
3 [ 232863:VER] How to register-machines. and manage subscriptions using Red
Hat Subscription Manager through an' invisible HTTP proxy / Firewall?
3 0f 43 solutions displayed: Type 'm' to see-more, 'r' to start from the beginning
again, or '?' for help with:the codes displayed in the above output.
Select a Solution:

Specific sections of solution documents may be selected for viewing.

Select a Solution: 1

Type the number of the section to view or 'e':to'return. to the previous menu.
1 Title
2 Issue
3" Environment
4. Resolution
5 Display all sections
End of options.
Section: 1

Title

How. to: register and subscribe a system-to Red Hat Network (RHN) using Red Hat
Subscription Manager: (RHSM)?

URL: https://access. redhat.com/site/solutions/253273

(END) q

[student@desktopX ~1%

Directly access Knowledgebase articles by document ID

Locate online articles directly using the tool's kb command with the Knowledgebase document
ID. Returned documents scroll on the screen without pagination, allowing a user to redirect the
output using other local commands. This example views the document with the 1less command:
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Using redhat-support-tool to manage support cases

[student@desktopX ~]$ redhat-support-tool kb 253273 | less

Title: How to register and . subscribe a system to Red Hat Network (RHN) using Red Hat
Subscription Manager (RHSM)?

ID: 253273

State: Verified: This solution has bheen verified to work by Red ‘Hat Customers and
Support Engineers for the ispecified product ‘version(s).

URL: https://access.redhat.com/site/solutions/253273

g

Documents retrieved in unpaginated format are easy to send to a printer, convert to PDF or
other document format, or to redirect to a data entry program for an incident tracking or change
management system, using other utilities installed and available in Red Hat Enterprise Linux.

Using redhat-support-tool to manage support cases

One benefit of a product subscription is access to technical support through

Red Hat Customer Portal. Depending on a the support level of the system's

subscription, Red Hat may be contacted through on-line tools or by phone. See
https://access.redhat.com/site/support/policy/support_process for links to
detailed information about the support process.

Preparing a bug report
Before contacting Red Hat Support, gather relevant information for your bug report.

Define the problem. Be able to clearly state the problem and its symptoms. Be as specific as
possible. Detail the steps which wili reproduce the problem.

Gather background information. Which product and version is affected? Be ready to provide
relevant diagnostic information. This can include output of sosreport, which will be discussed
fater in this section. In the case of kernel problems, this could include the kdump crash dump
from a system or even a digital photo of the monitor of a crashed system which is displaying a
kernel backtrace.

Determine the severity level of your issue. Red Hat uses four severity levels to classify
issues. These four levels follow. Reports of Urgent and High severity problems
should be followed with a phone call to the relevant local support center (see
https://access.redhat.com/site/support/contact/technicalSupport).

Severity Description

Urgent (Severity 1); A problem that severely impacts your use of the software in
a production environment (such as loss of production data or
in which your production systems are not functioning). The
situation halts your business operations and no procedural
workaround exists.

High (Severity 2): A problem where the software is functioning but your use in a
production environment is severely reduced. The situation is
causing a high impact to portions of your business operations
and no procedural workaround exists.

Medium (Severity 3): A problem that involves partial, non-critical loss of use of
the software in a production environment or development
environment. For production environments, there is a medium-
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Severity Description

to-low impact on your business, but your business continues
to function, including by using a procedural workaround. For
development environments, where the situation is causing
your project to no longer continue or migrate into production.

Low (Severity 4): A general usage question, reporting of a documentation

error, or recommendation for a future product enhancement
or modification. For production environments, there is
low-to-no impact on your business or the performance or
functionality of your system. For development environments,
there is a medium-to-low impact on your business, but your
business continues to function, including by using a procedural
workaround.

Managing a bug report with redhat-support-tool

Subscribers may create, view, modify, and close Red Hat Support cases using redhat -
support-tool. When support cases are opened or maintained, users may include files or
documentation, such as diagnostic reports (sosreport). The tool uploads and attaches files

to online cases. Case details including product, version, summary, description, severity, and
case group may be assigned with command options or letting the tool prompt for required
information. In the following example, the - -product and - -version options are specified,
but redhat-support-tool would provide a list of choices for those options if the opencase
command did not specify them.

[student@desktopX ~1$ redhat-support-tool
Welcome ‘to the Red Hat Support Tool.
command . (? for help): opencase --product="Red Hat Enterprise Linux" --version="7.6"
Please enter ‘a summary (or ‘¢’ to-exit): System fails-to run without: power
Please. enter.a .description- (Ctrl-D ‘on an empty: line when complete):
When the server is unplugged, the operating system fails to continue.
1 Low

2 Normal
37~ High
4. Urgent

Please select a severity:(or 'g' to'exit}): 4
Would you like to.assign a case group-to this case (y/N)7 N
would see if there is a solution to this problem before opening a support case? (y/N) N

Support case 01034421 has successfully been opened,

Including diagnostic information by attaching a SoS report archive

Including diagnostic information when a support case is first created contributes to quicker
problem resolution. The sosreport command generates a compressed tar archive of diagnostic
information gathered from the running system. The redhat - support - tool prompts to include
one if an archive has been created previously:

Please attach a SoS report to support: case 01834421. Create a SoS report as
the root user: and execute:the following command to attach the SoS report
directly: to the case:

redhat-support-tool-addattachment -c 01034421 path to sosreport

Would you like to attach'a file to 01034421 at this time? (y/N) N
command (7. for help):
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Using redhat-support-toof to manage support cases

If a current SoS report is not already prepared, an administrator can generate and attach one
later, using the tool's addat tachment command as advised previously. This section's practice
exercise will provide the steps for creating and viewing a current SoS diagnostic report.

Support cases can also be viewed, modified, and closed by you as the subscriber:

Command (?:for help): listcases

Type - the number of the case to view or 'e' to.return to the previous menu.
1 [Waiting on Red Hat] 'System fails to. run without power

No. more cases to display
Select a Case: 1

Type. the number of the section to view or 'e' to return to the previous menu.
1-Case Details

Modify Case

Description

Recommendations

Get Attachment

Add Attachment

Add Comment

End of options.

Option: g

& GA W N

~

Select a Case: g
Command (? for help):q
[student@desktopX ~]$ redhat-support-tool modifycase --status=Closed 81034421

Successfully updated case 01034421
[student@desktopX ~]$

The Red Hat Support Tool has advanced application diagnostic and analytic capabilities. Using
kernel crash dump core files, redhat-support -tool can create and extract a backtrace, a
report of the active stack frames at the point of a crash dump, to provide onsite diagnostics and
open a support case.

The tool also provides log file analysis. Using the tool's analyze command, og files of many

types, including operating system, JBoss, Python, Tomcat, oVirt, and others, can be parsed to
recognize problem symptoms, which can then be viewed and diagnosed individually. Providing
preprocessed analysis, as opposed to raw data such as crash dump or log files, allows support
cases to be opened and made available to engineers more quickly.
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‘References

sosreport(l) man page

Red Hat Access: Red Hat Support Tool
hitps://access.redhat.com/site/farticles/445443

Red Hat Subport Tool First Use
https://access.redhat.com/sife/videos/534293

Contacting Red Hat Technical Subport

Help - Red Hat Customer Portal
htips:/ faccessredhat.com/site/help/

hiths:/ /acr;ess.redhaé:.com/sié:efsG@@Qr%jﬁoéityﬁsuppﬁrigﬁmmssﬁ
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Practice: Creating and Viewing an SoS Report

Practice: Creating and Viewing an SoS Report

Guided exercise

In this lab, you will use the sosreport command to generate a S0S report, then view the contents
of that diagnostic archive.

Outcomes
A compressed tar archive of systemwide diagnostic information.

Before you begin...
Perform the following steps on serverX unless directed otherwise.

0

If currently working as a non-root user, swifch to root.

[student@serverX ~1$ su -
Password: redhat

Run the sosreport command. This may take many minutes on larger systems.

[root@serverX ~]# sosreport
sosreport (version 3.0)

This command will -collect system configuration and
diagnostic information from this Red Hat Enterprise Linux
system. An archive containing the collected information
will be generated.in /var/tmp and may be provided to a Red
Hat ‘support representative or wused for :local diagnostic or
recording purposes.

Any information provided to Red Hat will be treated in
strict confidence in accordance with the published support
policies at:
https://access.redhat.com/support/
The generated archive may contain data -considered
sensitive and its content ‘should be reviewed by the
originating organization before being passed to any third party.
No changes will be made to: system configuration.

Press ENTER to continue, or CTRL-C to quit. ENTER

Please enter your first initial and last name [serverX.example.com]: yourname
Please enter the case number that you are generating this report for: ©1034421

Press Enter. Provide the requested information. Make up a value for the case number.

Running 17/74: general...
Creating compressed archive...

Your: sosreport has been generated and saved in:

/var/tmp/sosreport-yourname.01034421-20140129000049, tar.xz
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The:'checksum is: b2e78125290a4c791162¢68da8534887

Please send this:file to .your supbbrt representative.

Change directory to /var/tmp, and unpack the archive.

[root@serverX ~]# cd /var/tmp
[root@serverX tmpl# tar -xvJf sosreport-*.tar.xz

Change directory to the resulting subdirectory and browse the files found there.

[root@serverX ~]# cd sosreport-youfname;31034421-20140129000049
[root@serverX. sosreport-yourname.01034421-20140129000049]# 1s ~1R

Open files, list directories, and continue to browse to become familiar with the
information included in SoS reports. In the form of the original archived and compressed
file, this is the diagnostic information you would be attaching to a redhat - support-
tool support case. When finished, remove the archive directory and files and return to
your home directory.

[root@serverX sosreport-yourname.01034421-20140129000049]#  cd /var/tmp
[root@serverX tmp]# rm:-rf sosreport®

[root@serverX tmp]# exit

[student@serverX ~1$

18
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Guided exercise

Summary

Accessing the Command Line Using the Local Console

Use the physical console to view output and input commands with correct syntax using
the bash shell. ’

Configuring SSH Key-based Authentication

Utilizing key-based SSH authentication adds additional security to remote systems
administration.

Getting Help From Red Hat
Use redhat-support-tool to look up Red Hat Knowledgebase articles and manage
support cases.
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- TRAINING

CHAPTER 2
FILE SYSTEM NAVIGATION

Overview

Goal To copy, move, create, delete, link and organize files while
working from the Bash shell prompt.

Objectives ¢ |dentify the purpose for important directories on a Linux
system.

e Create, copy, move, and remove files and directories using
command-fine utilities.

¢ Use hard links and symlinks to make multiple names.

Sections e The Linux File System Hierarchy (and Practice)

e Managing Files Using Command-Line Tools (and Practice)

e Making Links Between Files (and Practice)
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The Linux File System Hierarchy

Objectives

After completing this section, students should be able to understand fundamental file system
layout, organization, and the location of key file types.

The file system hierarchy

All files on a Linux system are stored on file systems which are organized into a single inverted
tree of directories, known as a file system hierarchy. This tree is inverted because the root of the
tree is said to be at the top of the hierarchy, and the branches of directories and subdirectories
stretch below the root.

home root run

alice bob eve bin local sbin

Figure 2.1: Significant file system directories in Red Hat Enterprise Linux 7

The directory / is the root directory at the top of the file system hierarchy. The / character
is also used as a directory separator in file names. For example, if etc is a subdirectory of the
/ directory, we could call that directory /ete. Likewise, if the /etc directory contained a file
named issue, we could refer to that file as /etc/issue.

Subdirectories of / are used for standardized purposes to organize files by type and purpose.
This makes it easier to find files. For example, in the root directory, the subdirectory /boot is
used for storing files needed to boot the system.

Note

The following terms are encountered in describing file system directory contents:

- staticis content that remains unchanged until explicitly edited or reconfigured.

- dynamic or variable is content typically modified or appended by active processes.
- persistent is content, particularly configuration settings, that remain after a reboot.
- runtime is process- or system-specific content or attributes cleared during reboot.

The following table lists some of the most important directories on the system by name and
purpose.
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important Red Hat Enterprise Linux directories

Location Purpose

/usr Installed software, shared libraries, include files, and static read-only program
data. Important subdirectories include:

- /usr/bin: User commands.

- /usy/sbin: System administration commands.

- /usr/local: Locally customized software.

/etc Configuration files specific to this system.

/var Variable data specific to this system that should persist between boots. Files
that dynamically change (e.g. databases, cache directories, log files, printer-
spooled documents, and website content) may be found under /var.

/run Runtime data for processes started since the last boot. This includes process
ID files and lock files, among other things. The contents of this directory are
recreated on reboot. (This directory consolidates /var/run and /var/lock
from older versions of Red Hat Enterprise Linux.)

/home Home directories where reqular users store their personal data and
configuration files.

/root Home directory for the administrative superuser, root.

/tmp A world-writable space for temporary files. Files which are more than 10

days old are deleted from this directory automatically. Another temporary
directory exists, /var/tmp, in which files that have not been accessed,
changed, or modified in more than 30 days are deleted automatically.

/boot Files needed in order to start the boot process.
/dev Contains special device files which are used by the system to access
hardware.
Important

In.Red Hat Enterprise Linux 7, four older directories in./ now have identical contents as
their.counterparts located in Zusr:

-/binand /usr/bin.

-/sbin and /usr/sbin.

~/liband /usr/1ib.

- /1ib64 and /usr/1ib64.

In older versions of Red Hat Enterprise Linux, these were distinct directories containing
different sets of files. In RHEL 7, the directories in / are symbolic links to the matching
directoriesin /usr.

RH199-RHEL7-en-1-20140612 23




Chapter 2.File System Navigation

References

hier(7) man page

_ Filesystem Hierarchy Standard
 hittp:/fwww.pathname.com/fhs

24 RH199-RHEL7-en-1-20140612



Practice: File System Hierarchy

Practice: File System Hierarchy

Quiz

Match the following items to their counterparts in the table.

/ Jetc /home froot /run /tmp

Jusr

Jusr/bin Jusr/sbin /var

Directory purpose Location

This directory contains static, persistent system
configuration data.

(&

This is the system's root directory.

/

User home directories are located under this directory.

/ e

This is the root account's home directory.

[

This directory contains dynamic configuration data, / N
such as FTP and websites. v
Regular user commands and utilities are located here. /b" ¢/ en

System administration binaries, for root use, are here.

/ Ry ((;@\\ n

Temporary files are stored here.

Moo
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‘Directory purpose Location

Contains dynamic, non-persistent application runtime
data. (\N\

Contains installed software programs and libraries. / (}5\(
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Solution

Solution

Match the following items to their counterparts in the table.

Directory purpose Location

This directory contains static, persistent system Jetc
configuration data.

This is the system's root directory. /
User home directories are located under this directory. /home
This is the root account's home directory. /root
This directory contains dynamic configuration data, /var

such as FTP and websites.

Regular user commands and utilities are located here. /usr/bin
System administration binaries, for root use, are here. Jusr/sbin
Temporary files are stored here. /tmp
Contains dynamic, non-persistent application runtime /run
data.

Contains installed software programs and libraries. Jusr
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Managing Files Using Command-Line Tools

Objectives

After completing this section, students should be able to create, copy, link, move, and remove
files and subdirectories in various directories.

Command-line file management

File management involves creating, deleting, copying, and moving files. Additionally, directories
can be created, deleted, copied, and moved to help organize files logically. When working at the
command line, file management requires awareness of the current working directory to choose
either absolute or relative path syntax as most efficient for the immediate task.

File management commands

Activity Single source Mt Multiple source %%
Copy file cp filel file2 cp filet file2 file3 dir ©
Move file mv filet file2 © mv file file2 file3 dir ©
Remove file rm filel rm -f filel file2 file3 ©
Create directory mkdir dir mkdir -p parl/par2/dir n
Copy directory cp -r dirl dir2 & cp -r dirl dir2 dir3 dir4 ©
Move directory mv dirt dir2 @ mv dirt dir2 dir3 dir4 ©
Remove directory rm -r dirt @ rm -rf dirt dir2 dir3 ©

Note: | "The result is one file with two real names.

@The result is a rename.

®The "recursive" option is required to process a source directory.

“)if dir2 exists, the result is a move. If dir2 doesn’t exist, the result is a
rename.

©The last argument must be a directory.

©Use caution with "force™ option; you will not be prompted to confirm
your action.

Dyse caution with "create parent" option; typing errors are not caught.

Create directories

The mkdir command creates one or more directories or subdirectories, generating errors if
the file name already exists or when attempting to create a directory in a parent directory
that doesn't exist. The -p parent option creates missing parent directories for the requested
destination. Be cautious when using mkdir -p, since accidental spelling mistakes create
unintended directories without generating error messages.

[student@desktopX ~1$ mkdir Video/Watched
mkdir: cannot create directory: ~“Video/Watched': No such file or.directory

The mkdir failed because Videos was misspelled. "Video" does not exist as a location in which
to create the Watched subdirectory. If a -p were used, the user would not have received an error
message and now have two directories, Video and Videos.

I
j [student@desktopX ~]$ mkdir Vvideos/Watched
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[student@desktopX ~]$ cd Documents

[student@desktopX Documents]$ mkdir ProjectX ProjectY

[student@desktopX Documents]$ mkdir -p Thesis/Chapteri Thesis/Chapter2 Thesis/Chapter3
[student@desktopX Documents]$ cd

[student@desktopX ~]$ ls -R Videos Documents

Documents:

ProjectX . ProjectY Thesis -thesis_chapterl.odf thesis_chapter2.odf
Documents/ProjectX:

Documents/ProjectY:

Documents/Thesis:
Chapteri  Chapter2 Chapter3

Documents/Thesis/Chapterl:
Documents/Thesis/Chapter2:
Documents/Thesis/Chapter3:

Videos:
blockbusterl.ogg blockbuster2.ogg: Watched

Videos/Watched:

[student@desktopX ~1$

The last mkdir created three ChapterN subdirectories with one command. The -p parent option
created the missing parent directory Thesis.

Copy files

The cp command copies one or more files to become new, independent files. Syntax allows
copying an existing file to a new file in the current or another directory, or copying multiple files
into another directory. In any destination, new file names must be unique. If the new file name is
not unique, the copy command will overwrite the existing file.

[student@desktopX ~]$ cd Videos

[student@desktopX Videos]$ cp blockbusterl.ogg blockbuster3.ogg
[student@desktopX Videos]$ 1s -1

total ©

~rw-Yw-r--, 71 student student © Feb. 8 16:23 blockhusterl.ogg
-rwW-rw-r--, 1 student student 6 Feb. '8 16:24 blockbuster2.ogg
-rw-rw-r--." 1 student student 0 Feb:. 8 19:02 blockbuster3.ogg
drwxrwxy-x. 2 student student 4096 Feb 8 23:35 Watched
[student@desktopX Videos]}$

When copying multiple files with one command, the last argument must be a directory. Copied
files retain their original names in the new directory. Conflicting file names that exist at a
destination may be overwritten. To protect users from accidentally overwriting directories with
contents, multiple file cp commands ignore directories specified as a source. Copying non-empty
directories, with contents, requires the -r recursive option.

[student@desktopX Videos]$ cd ../Documents 1

[student@desktopX Documentsl$ cp. thesis_chapteri.odf thesis_chapter2.odf Thesis Pro;ectXw
cp: omitting:directory “Thesis’ ‘
i [student@desktopX Documents]$ cp -r Thesis ProjectX
§ [student@desktopX Documents}$ cp thesis_chapter2.odf Thesis/Chapter2/
! [student@desktopX Documents]$ 1s -R
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ProjectX Projecty  Thesis  thesis_ chapterl.odf thesis: chapter2.odf

./ProjectX: :
Thesis . thesis: chapterl.odf  thesis_chapter2.odf

./ProjectX/Thesis:
./ProjectY:

./Thesis:
Chapteri1 ' ‘Chapter2  Chapter3

./Thesis/Chapterl:

./Thesis/Chapter2:
thesis: chapter2.odf

./Thesis/Chapter3:
[student@desktopX Documents]$

In the first ¢p command, Thesis failed to copy, but thesis_chapteri.odf and
thesis_chapter2. odf succeeded. Using the -r recursive option, copying Thesis succeeded.

Move files

The mv command renames files in the same directory, or relocates files to a new directory. File
contents remain unchanged. Files moved to a different file system require creating a new file by
copying the source file, then deleting the source fite. Aithough normally transparent to the user,
large files may take noticeably longer to move.

[student@desktopX Videos]$ c¢d . ./Documents

[student@desktopX Documents]}$ 1s -1

total ©

-rw-rw-r--. 1 student student 0.Feb 8 16:24 thesis_ chapterl,odf

“rw-rw-r--, 1 student student Q' Feb:'8-16:24 thesis chapter2.odf
[student@desktopX.Documents]$ mv thesis_ chapter2.odf thesis chapter2_ reviewed.odf
[student@desktopX: Documents]$ mv. thesis. chapteri.odf Thesis/Chapteri
[student@desktopX Documents]$ ls -1R

total 16

drwxrwxr -x. 2 student ‘student 4096 Feb 11 11:58 ProjectX
drwxrwxr-x. 2 student. student 4096 Feb 11 11:55 ProjectY
druxrwxr-x. 5 'student student-4096 Feb: 11 11:56 Thesis
“rw-rw-r--, 1 student student @ Feb 11 11:54 thesis_ chapter2 reviewed;odf
./ProjectX:

total. @

-rw-rw-r--501 student Sstudent 0 Feb 11 11:58 thesis_chapterd.odf
-rw-rw-r-=-, 1 student  student 0. Feb 11 11:58 thesis: chapter2.odf
./ProjectX/Thesis:

total ©

./Projecty:

total ©

./Thesis:

total 12

drwxrwxr-x. ‘2: student student 4096 Feb 11 11:59‘Chépter1
drwxrwxr-x..2: student: student 4096:Feb 11-11:56 Chapter2
drwxrwxr-x. 2 student student 4096 Feb 11:11:56 Chapter3

30 RH199-RHEL7-en-1-20140612



Command-line file management

./Thesis/Chapteri:
total ©
-rw-rw-r--. 1 student student ©® Feb 11 11:54 thesis_chapteri.odf

./Thesis/Chapter2:
total . ©
-Tw-rw-r--.. 1 student student © Feb 11:11:54 thesis_chapter2.odf

./Thesis/Chapter3:
total @
[student@desktopX Documents]$

The first mv command is an example of renaming a file. The second causes the file to be
relocated to another directory.

Remove files and directories

Default syntax for rm deletes files, but not directories. Deleting a directory, and potentially many
subdirectories and files below it, requires the -r recursive option. There is no command-line
undelete feature, nor a trash bin from which to restore.

[student@desktopX Documents}$ pwd

/home/student/Documents

[student@desktopX Documents]$ rm thesis_chapter2_reviewed.odf
[student@desktopX Documents]$ rm Thesis/Chapteri

rm: -cannot remove "“Thesis/Chapteri': Is a directory
[student@desktopX Documents]$ rm -r Thesis/Chapterdi
[student@desktopX Documents]$ 1ls -1 Thesis

total 8

drwxrwxr-x. .2 student student 4096 Feb 11 12:47 Chapter2
drwxrwxr-x. 2 student student 4096 Feb 11 12:48 Chapter3
[student@desktopX :Documents}$ rm -ri Thesis

rm: descend into directory “Thesis'? y

rm: descend into directory “Thesis/Chapter2'? y

rm: remove regular empty file "“Thesis/Chapter2/thesis_chapter2.odf'? y
rm: remove directory Thesis/Chapter2'? y

rm: remove directory “Thesis/Chapter3'?.y

rm: remove directory "Thesis'?'y

[student@desktopX Documents]$

After rm failed to delete the Chapteri directory, the -r recursive option succeeded. The last
rm command parsed into each subdirectory first, individually deleting contained files before
removing each now-empty directory. Using - i will interactively prompt for each deletion. This is
essentially the opposite of -f which will force the deletion without prompting the user.

The rmdir command deletes directories only if empty. Removed directories cannot be
undeleted.

[student@desktopX Documents]$ pwd
/home/student/Documents

[student@desktopX Documents]$ rmdir ProjectY
[student@desktopX Documents]$ rmdir ProjectX

rmdir: failed .to remove :"ProjectX': Directory not empty
[student@desktopX Documents]$ rm -r ProjectX
[student@desktopX Documents]$ ls -1IR

total @

[student@desktopX Documents]$

The rmdir command failed to delete non-empty ProjectX, but rm -r succeeded.
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Practice: Command-Line File Management

Guided exercise

In this lab, you will practice efficient technigues for creating and organizing files using
directories, file copies, and links.

Outcomes:
Students will practice creating, rearranging, and deleting files.

Before you begin...
Log into your student account on serverX. Begin in your home directory.

0 1. Inyour home directory, create sets of empty practice files to use for the remainder of
this lab. If the intended command is not immediately recognized, students are expected
to use the guided solution to see and practice how the task is accomplished. Use the shell
tab completion to locate and complete path names more easily.

Create six files with names of the form soengX. mp3.
Create six files with names of the form snapX. jpg.
Create six files with names of the form filmX.avi.

In each set, replace X with the numbers 1through 6.

[student@serverX ~1$ touch songl.mp3 song2.mp3 song3.mp3 song4.mp3 soeng5.mp3
song6.mp3

[student@serverX ~1$ touch snapl.jpg snap2.jpg snap3.jpg snap4.jpg snap5.jpg
snapé.jpg

[student@serverX ~1$ touch filmt.avi film2.avi film3.avi film4.avi film5.avi
filmé.avi

[student@serverX ~1$ 1s -1

OO 2. From your home directory, move the song files into your Music subdirectory, the
snapshot files into your Pictures subdirectory, and the movie files into your Videos
subdirectory.

When distributing files from one location to many locations, first change to the directory
containing the source files. Use the simplest path syntax, absolute or relative, to reach
the destination for each file management task.

[student@serverX ~]$ mv songi.mp3 song2.mp3 song3.mp3 song4.mp3 song5.mp3
song6.mp3. Music

[student@serverX ~1%$ mv snapl.jpg shap2.jpg snap3.jpg snap4.jpg snap5.jpg
snap6.jpg Pictures

[student@serverX ~1$ mv filmi.avi film2.avi film3.avi film4.avi film5.avi
film6.avi Vvideos

[student@serverX ~]$ 1s -1 Music Pictures Videos

O 3. Inyour home directory, create three subdirectories for organizing your files into projects.
Call these directories friends, family, and work. Create all three with one command.
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You will use these directories to rearrange your files into projects.

[student@servérx ~1$ mkdir friends:family work
[student@serverX ~]$ 1s -1

You will collect some of the new files into the project directories for family and friends.
Use as many commands as needed. You do not have to use only one command as in the
example. For each project, first change to the project directory, then copy the source files
into this directory. You are making copies, since you will keep the originals after giving
these projects to family and friends.

Copy files (all types) containing numbers 1and 2 to the friends folder.
Copy files (all types) containing humbers 3 and 4 to the family folder.

When collecting files from multiple locations into one location, change to the directory
that will contain the destination files. Use the simplest path syntax, absolute or relative, to
reach the source for each file management task.

[student@serverX: ~1$% cd friends

[student@serverX friends]$ cp ~/Music/songl.mp3. ~/Music/song2.mp3 ~/Pictures/
snapl.jpg ~/Pictures/snap2.jpg ~/Videos/filmi.avi ~/Videos/film2.avi .
[student@serverX friends]$ 1s -1

[student@serverX friends]$ cd ;./family

[student@serverX: family]$ cp ~/Music/song3.mp3 ~/Mu51c/song4 mp3 ~/Pictures/
snap3.jpg ~/Pictures/snap4.jpy ~/V1deos/f11m3 avi-~/Videos/film4.avi .
[student@serverX family]$ Is =1

For your work project, you will create linked files instead of copies, since these files will
remain on this system, not given away to others. Look for the link count in the directory
listing.

Link files (all types) containing numbers 5 and 6 to the work folder.

Link files look and behave like normal files, but do not use any additional disk space.

Creating project directories using linked files organizes files as needed while the files
remain stored in their original location. Remember that basic 1n syntax matches cp.
Copy or link the existing file to create a new file.

[student@serverX familyl]$ ed:../work

[student@serverX work]$ In ~/Music/song5.mp3. ~/Music/song6.mp3 ~/P